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Broadly debPned as an application that is accessed via a
browser over a network.

! Examples include: webmail, Google Spreadsheets, web based manag
consoles (anti-virus,WSUS, etc), search engines, Wikipedia, etc.

| Generally also includes Java, Javascript, DHTML, Flash and other rich
technologies.

| Generally consists of three tiers although there are many variations.

Web — Web — DB/Other
Browser Backend




Pros and Cons

Pros/Benebts

Cons/Disadvantages

No client needs to be deployed.

Development process often neglec
security aspects.

Easy to integrate with other
technologies and applications.

Can indirectly expose sensitive
systems and data to the Internet.

Abundance of developers to devel
these applications.

Source code is accessible to attacl!
to a certain degree.

Provides cross platform capabillitie:
with ease.

Easy to encrypt data using ssl (htt|




2/ Cross-site scripting
£ SQL Injection

£ Information leakage

£ HTTP response splitting / URL manipulati
£ Lots of others!!




¥ Whena browser is tricked to run untrusted code, believing that it comes frt
a trusted site.

¥ Three distinct types of XSS, namely:

DOI|\1{I Based: Vulnerability exists within a pageOs client side script
itself.

Non-Persistent ﬁType 1): When data provided by a web client i<
used immediately by server-side scripts to generate a page of resul
that user. Allows client side code to be injected into the dynamic pa
This is the most common type of XSS attack.

Persistent (Type 2):  When data provided to a web application by
user is stored and later displayed to users in a web page without be
encoded using HTML entities. Most powerful XSS attack.

£ Great examples on Wikipedia - search for Cross Site Scripting.




¥ When an attacker manipulates user input to complete SQL queries.

3£ Four main types:

Incorrectly bltered escape characters .When user input is not
pltered for escape characters

Incorrect type handling. ~ When a user input is not validated to ensul
it is the type of input that is expected. i.e putting in a text string when &
date is expected.

Vulnerabilities within the DB server. Specibc to DB platform

Blind SQL injection.  Results of injection are not visible to the attacke
but the attacker can analyse responses to determine if the attack was
successful. i.e Time delays.




Information leakage - allows attackers to gather valuabl
Information. .e Comments in the source code.

URL manipulation - change the URL directly

HTTP response splitting - Making the web server insert

carriage return/line feed followed by exploit code in the
response.

Cross site request forgery (CSRF or Sea-Surf) - A scrip
one web page accesses info from another web page.

Lots More!ll




Attack 1n Action

http://www.youtube.com/v/IMJINJ|h4]ORY &hl=en




Gartner estimates that 75% of attacks on websites were at the
application layer (2005).

Recent mass infection was attributed to an automated SQL injecti
attack. Hundreds of thousands of sites successfully attacked.

Used not only to deface web sites but also spread malware.
Expect to see more automated web application attacks.

Because other attack vectors are becoming more difPcult to explc
and web application use is spreading - this is becoming the attack
vector of choice.

Look at SANS... 55 web application vulnerabilities in the past wee




A 2006 survey found 148,029 vulnerabilities or security weaknesses in 3
web sites that were tested (4.7 per site average)- Sowesv.webappsec.org

0% 22.5% 45.0% 67.5%

90.0%

Other

Path Traversal

HTTP Response Splitting
Information Leakage
SQL Injection

Cross Site Scripting




Validate user input!!! Single most important mitigation
technique.

Developer training. Developers should be made aware ¢
good security practices when it comes to coding.

Include code auditing in the development cycle.

If the development is outsourced, ensure that the
outsource partner is security aware.

Perform web application vulnerability assessments.

Make use of a web application Prewall. This is the least
proactive approach.




£ SQL Injection cheat sheet - lists common methods to
obtain specibc information from vulnerable applications
http://ferruh.mavituna.com/sqgl-injection-cheatsheet-oku,

¥ Open Web Application Security Project - Organization
promoting web security awarenesgtp://www.owasp.or

£ Web Application Security Consortium - Organization the
produces widely agreed upon best practice security
standards for the WWW. http.//www.webappsec.org

2~ www.cgisecurity.org Web application security news.




Open Discussion

Thank You




